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Essential Cybersecurity Controls

1. CYBER SECURITY
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1.1 DEFINITION OF CYBER SECURITY
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Cyber security is defined as the collection
of tools, policies, security concepts,
security safeguards, guidelines, risk
management  approaches, actions,
training, best practices, assurance, and
technologies that can be used to protect
the member organization's information
assets against internal and external
threats.
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1.2 COMPLIANCE WITH THE
CYBERSECURITY LAW OF KUWAIT
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Contractor and Contractor’s employees
and Subcontractors and employees of
Subcontractors shall comply with the
Cybersecurity Law of the State of Kuwait.
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1.3 COMPLIANCE WITH
CYBERSECURITY POLICY
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Contractor and its Sub-Contractors and
all employees working under the contract
shall comply with the Company’s Security
policies, procedures, and Cyber Security
Checklist Quality Assurance Template for
Contracts/ Projects.
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1.4 EMERGING THREATS
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Contractor shall continuously align with
emerging threats and make sure that the
highlighted risks will not affect PIC. If
there are any risks emerging, Contractor
shall raise the issue as per Service Level
Agreement time allocations.
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1.5 ACCESS CONTROL
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Contractor shall limit information system
access to authorized users and only to
the types of transactions that authorized
users are permitted to execute. Written
approval shall be acquired for access.
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1.6 AWARENESS AND TRAINING
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The Contractor shall ensure that the
Contractor's employees are aware of the
Information and Operations Security risks
associated with their activities related to
the security of Information assets and
Information/Operations systems covered
in the contract. Further, the Contractor
shall ensure that its employees are
adequately trained to carry out their

assigned Information / Operations
Security related duties and
responsibilities. Evidence of

training/awareness and risk assessment
shall be submitted prior to
commencement.

o Jolial il ga o e SN JHE) e cany
b pall Clhleally Gl gleall (el iy )
Audily clogladl) Jgeal ol Al pgilail;
Sle 30 el 8 A gadad) Cililead) / il slheall
O 4l ge O e 2SU JEA1 e Cany celld
Gy Al g sl 5 il o il LS Ty
by aded Joliall e Glleadl /il glaal)
Aaleiall Hlalaall Jabs ae caad ) dge gl iyl

e YU ead) Jd g 5 pially

1.7 AUDIT AND ACCOUNTABILITY
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The Contractor shall conduct periodic
Internal  Cybersecurity Audits upon
request by the Company's Contract
Supervisor, in areas and systems related
to the contract.

The contractor is responsible to address
and resolve all the findings and the
relevant vulnerabilities with no additional
cost.

Failing to rectify the findings within a
stipulated period based on the Company
Service Level Agreement, the Company
has the right to seek security services
from qualified partners to take the
necessary actions to close the findings in
its environment.

Cost of this activity shall be retained by
the Contractor or shall be deducted from
any dues the Contractor has with the
company.

No Claim by the contractor for any
consequent additional costs.
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1.8 CYBERSECURITY BREACHES &
INCIDENT RESPONSE
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The Contractor shall notify the Contract
Supervisor of any Cybersecurity breach
or incident or finding within the Service
Level Agreement time allocations.
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1.9 MEDIA PROTECTION
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The Contractor shall protect (i.e.,
physically control and securely store)
information system media containing the
Company’s Information, both paper and
digital. Further, the Contractor shall limit
access to the Company’s information
system media to authorized users,
sanitize or destroy information system
media containing Company’s information
before disposal or release for reuse
subject to the approval of the Company’s
representative. Validation of the activity
shall be submitted to the Contract
Supervisor.
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1.10 PATCH MANAGEMENT
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The Contractor shall ensure that all the
patches, fixes and updates once released
by their respective. Vendors are tested
and installed on the systems covered in
the scope of the contract, without any
additional cost.

All installation of patches, fixes and
upgrades require Company’'s pre-
approvals.
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1.11 WORK STOPPAGE
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The Company’s Representative may stop
Contractor's work, or a part of the
Contractor’s work if it is seen as crossing
beyond the Company’s Risk acceptance
threshold or violating Company’s
Information  Security Policy or the
Cybersecurity Laws of the State of
Kuwait.
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